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ABSTRACT
This paper focuses on the use of PKI within intra vehicle networks in compliance with the VICTORY specification. It will describe
how the use of PKI within vehicle networks can leverage and integrate with the other PKI efforts across the Army to ensure a
consistent and interoperable solution. It will also describe some of the challenges with implementing PKI as part of VICTORY

and introduce possible solutions to address these challenges.

INTRODUCTION

PKI is one of the critical security technologieattis used to
protect networks and data. It provides Autheniicat
Confidentiality, Data Integrity, and Non-Repudiatjovhich
are key capabilities that are required for cybeerapons.
Recently, the Office of the Secretary of Defende(GBEF),
the Defense Department Chief Information Officero[D
CIO), U.S. Cyber Command (USCYBERCOM) and the U.S.
Army Cyber Command (ARCYBER) have released
memorandums  directing the acceleration of PKI
implementation in order to improve security on DoD
networks. With PKI compliance being tracked acrtes
DoD and lack of PKI compliance impacting the abilior
systems to obtain an Authority to Operate (ATOgR treed
for PKI at the tactical level has become critical.

Systems operating in Army tactical environments are
resource constrained and need to be able to oparade
disconnected, intermittent or limited (DIL) enviroant that

is independent of any fixed infrastructure or segsi As
such, deploying. PKI solutions at the tactical leweust
overcome a number of challenges including limited
bandwidth; high latency; intermittent or disconmett
networks; limited size, weight, and power (SWaP)d a
environmental conditions such as wind, dust, dain, and
heat that require ruggedized equipment. Additignany
PKI solution that is fielded to tactical systemede to be as
transparent to the soldier as possible so as niotpgact the
performance of the mission.

The Vehicular Integration for C4ISR/EW Interopetypi
(VICTORY) Standard Specification v1.6.2[1] is aheial
specification for the integration of Command, Cohtr
Communications, Computers, Intelligence, Survedin

Reconnaissance / Electronic Warfare (C4ISR/EW) @hdr
electronics equipment on U.S. Army ground vehicles.
Within the VICTORY specification, services, such tag
Data Signing and Signed Data Verification Serviather
require or recommend the use of PKI as a mechafosm
improving security within the vehicle network. Wéhithe
VICTORY specification assumes the use of a PKgdes
not discuss the many details necessary for a ssfttes
implementation of PKI.

Any implementation of PKI as part of the VICTORY
standard needs to include both the managementhaendse

of the cryptographic credentials provisioned frame PKI.

The PKI management operations include the provisgor
issuance of PKI credentials as well as revocatibthese
credentials in the case of compromise or overrun.
Revocation is expected to be performed as an oehtnfl
operation (i.e., it is not performed from within ¥TORY).
After all, if the system is compromised or the \atiis in
enemy hands, any revocation request coming from a
VICTORY component could not be trusted anyway. As
such, revocation is not discussed in this paperhe T
VICTORY specification describes which componentsl an
services can use PKI and the type of PKI operaf@g.,
authentication, data signing etc.) that is perfam®ne of

the operations that is not described under VICTORKow

to validate the PKI credential. This paper focusesiow to
address these two gaps: how to issue credentials to
VICTORY components and PKI certificate validation
operations.

In order to support successful mission operatibe, PKI
implementation for VICTORY must consider the unique
tactical environment in which the vehicle must aper One
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of the key constraints is that the vehicle mustabée to
operate completely disconnected from any netwdfithere
is network connectivity, it is assumed to be shabgd

various systems and the connection is expected o b

intermittent with limited bandwidth and high latenc The
end result is that any PKI-based solution needsetable to
operate independent of any systems, services op@oemts
that exist outside of the vehicle.

USING PKI

Within VICTORY there are three key IA services thétize
PKI: the Data Signing Service (DSS), the SignedaDa
Service (SDS), and the Authentication Service. Wle
component needs to digitally sign information, ends the
data to be signed along with the PKCS#12[2] filed an
associated password to the DSS.
archive file format for storing many cryptographyjects as
a single file. It is commonly used to bundle a ptés key
with its X.509 certificate or to bundle all the mieens of a

chain of trust. PKCS#12. The DSS computes a message

digest or hash of the data and uses the passwoadctess
the private key in the PKCS#12 file. The privaty ks used
to create the digital signature by encrypting tiash The
DSS sends the digital signature back to the reougest
component.

When a component receives or accesses signediuatata
needs to be checked to verify that it has not beedified
and that it originates from a trusted source. ®odlds the
component sends the data and the digital signdturthe
SDS. The SDS computes a hash of the data it rdeising
the same hashing algorithm as the signer. The B8
uses the public key from the certificate to decryy hash
that was encrypted by the signer. The SDS compiaees
decrypted hash to the hash computed from the thataitt
received.
modified since it was signed. Since the encrypizsh was
able to be decrypted by the certificate, it protheg the data
was signed by the private key associated with énéficate.
Since the private key associated with the certidida only
known to the signer, it proves that the data carom fthe
signer.

Validating Certificates
Each time an X.509 PKI certificate is used, thetifteate
must be validated to determine if it can be trustétis trust
decision has two basic parts: the determinatiowtadther or
not the certificate comes from a trusted source \ahether
or not the certificate is valid. To do this thelyReg Party
sends a reference to the PKI certificate associaiédu the
digital signature to the Authentication Service. hisT

PKCS#12 defines an

If the hashes match, the data has neh be

reference can be the certificate itself, the Subj€ey
Identifier (SKI) from the certificate, or the Issuend Serial
Number from the certificate. Any one of these ¢hre
mechanisms uniquely identifies a certificate. Rdbpss of
the mechanism used to uniquely identify the cedi, the
certificate will need to be validated as per RFB®3].
This includes a few key operations:

Building a path

Verifying the Validity Period
Verifying the Signature

Verifying the Extensions
Checking the Revocation Status.

In order to build a path, the Relying Party musteha set of
CAs that are explicitly trusted. This explicitijusted set of
CAs is known as Trusted Authorities or Trust Anchoin

order to prove that the certificate is part ofusted PKI, the
certificate must be issued by a CA that is trustefihe

issuing CA must be explicitly trusted or must irrntube
issued by a CA that is trusted and so on, until oh¢he

issuers is identified as an explicitly Trusted Aarity. In

this fashion the certificate can be traced back frusted
Authority, which tells the Relying Party that thertificate

was issued in accordance with a set of approvathigs
procedures. ldentifying the chain or path fromdkdificate
to a trusted issuer is known as path building aairdhg.

Once a path to a Trusted Authority has been estaddi it is
important to verify that each certificate in thettpas still

valid. If the certificate cannot be traced backatdrusted
issuer or if any certificate in the path is no lengalid, the
certificate should not be trusted and any operabiemg

performed with that certificate should be termidat®uring

path building the trusted certificates can be egt¥d from
the Authentication Service as described in sectini.5.1.5
of the VICTORY specification[1].

Every certificate has a start and end date, knowrtha

certificate’s validity period. When a certificateissued by
the CA, the CA sets both the start date and thedane for
that certificate. If the date and time of the Rifleration
using the certificate is outside of the validityripd of the

certificate (i.e., before the start date or aftex end date),
the certificate is considered invalid and should e

trusted. Each certificate in the trusted path setd be
checked to determine if the certificate is stillthim its

validity period.

At the time the certificate is issued, the ceréifecis digitally
signed using the CA’s private key. By verifyingetHigital
signature on the certificate, the Relying Partyficors that
this certificate has not been modified and thatas issued
by the CA that signed the certificate. If the datathe
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certificate has been modified in any way (e.g., sone
tampers with the data in the certificate) or if signature
was created by a private key other than the CAisper key
(e.g., someone else tries to “forge” the CA’s signa), the
signature will no longer verify. Therefore, if tisggnature
does not verify the certificate is considered ii/ahnd
should not be trusted. Each certificate in thested path
needs to be checked to determine if the certifisigaature
is valid.

When a CA issues a certificate it can include a afet
extensions on the certificate itself. These exterssprovide
additional information to the Relying Party, such the
policy under which the certificate was issued drelusages
allowed by the certificate. Each extension is medi by an
Object Identifier (OID) and a set of data. If attemsion is
marked as critical, the Relying Party must checht th
extension and confirm that the certificate is beursgd in
accordance with the data in the extension. If lyiRg Party
encounters an extension that is marked as critinal the
Relying Party does not know how to process thensiba,
the certificate must be rejected as invalid sidte Relying
Party is unable to process some information thatieis
deemed critically important. The most common exanab
a critical extension is the key usage extensiorhe Key
usage extension defines how the public key in #réfcate
and its associated private key are to be used. efample,
assume a certificate includes ttiigital Sgnature key usage,
but does not include theeyEncipherment key usage. This
certificate is allowed to be used to sign documebts it
should not be used to establish a TLS connectiaause
TLS performs akeyEncipherment and the certificate is not
supposed to be used feeyEncipherment operations. Since
the key usage extension is marked critical on dréficate,
a Relying Party trying to establish a TLS connett{e.qg.,
browser or web service) should reject the certifideecause
it does not include th&eyEncipherment key usage. Each
certificate in the trusted path needs to be chected
determine if the certificate is being used in adapice with
the extensions.

One of the most challenging parts of certificatédadion is
how to determine the current revocation status of
certificate. Determining the current status ofegtificate is
important because the status of a PKI certificate change
at any time. For example, if an adversary gaitessto the
private key associated with a certificate, theifieate status

must be changed to REVOKED so that the people and

systems that are attempting to use the certificatev that it
has been compromised. If a component within VICTOR
encounters a certificate that has been revokdubiild reject
the use of the certificate because it cannot tsetcu

All of the services within VICTORY that rely on PHlased
cryptography will need to be able to perform alkfiof these
X.509 certificate validation operations, includinthe
revocation status of each certificate in the patbrider to be
compliant with the Risk Management Framework (RN#x)
Controls and DoD and Army PKI policy.

The authoritative source for revocation status e t
Certificate Revocation List (CRL) created by the @#at
issued the certificate. The CAs regularly publgw CRLs
with updated certificate status information, angeataling
on the CA, the size of the CRL can be quite largeor
example, the DoD PKI CRLs are published every 18r&io
and are over 160MB in total file size. The comkima of
regular updates, the large data size, and the¢Hatthe CAs
that created the CRLs are external to the vehiclake
revocation checking a challenge for VICTORY.

Certificate Validation Service

A Certificate Validation Service (CVS) is needecdoidler to
ensure that the certificate validation processeisgumed in

a consistent and common manner, as well as to geovi
certificate revocation status information to Retyiparties.
The CVS can either be implemented as part of the
Authentication Service or as a separate servicer this
paper the capability is assumed to be a separateedhat
is invoked by the Authentication Service to obtajdated
certificate status information. This is a modudgaproach
that enables any Relying Party component, includimg
Authentication Service itself, to benefit from thee of the
CVS. There are a number of products that coulddeel for
this purpose and further information about viabteducts
can be found in the Army Online Certificate StaRustocol
(OCSP) Trade Study [4].

For each CA in the certificate trust store thapast of the
VICTORY Authentication Service, the CRL for that @Al
be loaded into the CVS during system install tim&his
ensures that revocation status information is abwvay
available for every certificate that is used withihe
VICTORY Data Bus (VDB), even when there is no exgdr
network connectivity. The issue is that any CRaaded at
install time will quickly become out of date, regng new
CRLs to be provided in order to obtain updated cation
status information. Given the size of the CRLs #reDIL
environment in which the vehicle may be operatitgs
unlikely that new CRL information can be succedgful
obtained with enough frequency to adequately supiher
ground combat vehicle’s operating environment.

One possible way to address this is for the CVas® an
RFC 6960[5] compliant OCSP implementation to reaoh
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OCSP service. OCSP services, such as the DISA $kobu
Certificate Validation Service (RCVS) or the Army3xCSP
services at Brigade and Battalion contain regulapggated
CRL information and also provide OCSP responses. B
using the OCSP services within the Army Brigades it
enables updated information to be obtained without
requiring updated CRLs and without requiring reaabto
DoD or Army Enterprise services. Using Enterpriserges,
such as the DISA RCVS, from within Army vehiclesnca
add significant delay (e.g., 18 to 19 seconds stedeat NIE
15.2[6]) and may not contain the necessary revocati
information since RCVS only contains DoD PKI and
National Security System (NSS) PKI CRLs. |If the
certificate being checked is not from the DoD PKINSS
PKI, DISA RCVS will not have the necessary revomati
status information. The concern with using the ®CS
approach is that it requires connectivity to an ®G&®8rvice

at the time the certificate is being validated. #Agh, the
CVS would need to be able to reach the OCSP seatiaay
time, which may not be always be possible giveridat
network constraints.

To address these concerns with updated revocatainss
information, the CVS will need to support a combima of
technical approaches to obtain updated informatiora
more robust and reliable manner:

e The ability to locally load the CRLs via removable
media or direct network connection will ensure that
out of band load can occur. This is useful foresasuch
as a quarterly update or regular maintenance tegvi
where new CRLs can be loaded along with any new
software patches and configuration files etc. lalso
useful for cases where the vehicle does not have
connectivity to other networks.

e The ability to support OCSP from an external OCSP
Responder will enable the CVS to obtain more recent
status information from OCSP services deployed iwith
Army Brigades without needing to load a full set of
updated CRLs. This will only be possible if thésea
network connection to the external OCSP service.

e The ability to load over-the-air (OTA) enables CRbs
be updated on a more regular basis when the veisicle
forward deployed. As shown during C4ISR Ground
Activity Exercise 2015[7] it is technically possibfor
CRL downloads to be performed over the air using
Soldier Radio Waveform (SRW) and Wideband
Network Waveform (WNW), even for the larger DoD
CRLs. However, since there is a significant imparct
the SRW/WNW networks, the use of the OTA CRL
update is really only a viable option for very sh@RL

fles. The use of OCSP or locally loaded CRLs is a
more viable option for the CVS.

These mechanisms for loading new revocation data
combined with the initial CRL loads will help ensuhat the
VICTORY CVS, and in turn all of the components and
services that use PKI, will have the informatioreded to
make trust decisions, even when the vehicle isanhected

to external networks.

CREDENTIAL LIFECYCLE MANAGEMENT

In order for X.509 PKI certificates to be used \with
VICTORY, there needs to be a way to manage the)idie

of each certificate from the time it is createdte time it is

no longer valid. These lifecycle management ojenat
include issuing certificates, revoking certificatesnd
identifying when certificates are going to expita. order to
ensure a common implementation for managing the PKI
certificate lifecycle within VICTORY, a PKI Certifate
Management Service (PCMS) is being proposed.

The PCMS will provide issuance and monitoring ofIPK
certificates used by components within the VDB.rtifleate
revocation is typically performed as an out of bapération
when a certificate is lost or compromised and tloeeeis
not part of the PCMS. Any component on the VDBI W
able to request a new PKI certificate from the PCMS
Similarly, the PCMS will monitor the PKI certificad being
used and will either automatically renew certifesaprior to
expiration or where automatic renewal is not pdssitwill

log and send alerts that indicate that the ceatiimeeds to
be renewed. The PCMS can be implemented as either
separate service or as part of the existing Autbation
Service.

Certificate Issuance & Renewal

One of the challenges is how to initially provisiand renew
the certificates for the components on the VDB. pédiorm

certificate issuance, components on the VDB eitied a
connection to the issuing CA or an out-of-band metfor

obtaining and installing the credential. Thereaxariety of
different methods for issuing certificates to comgots on
the VDB:

e Direct CA Model. In this model the CA is external
to the VDB and the PCMS generates the key pair
locally and creates a Certificate Signing Request
(CSR). The CSR is sent to an external CA where
the CA uses the CSR to create the certificate. The
certificate is returned to the PCMS in a common
format, such as PKCS#7[8]. This model requires
the VDB to have network connectivity to the
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external CA in order to perform the issuance. If
network connectivity between the PCMS and the
CA is not available, manual intervention will be
needed. In the manual case, the CSR must be
exported from the PCMS and delivered to the CA
via an out of band or “air gap” method. Similarly,
the certificate must be returned from the CA to the
PCMS using an out of band approach as well. The
Direct CA Model approach is best used when the
VDB has some level of connectivity to external
networks and the process can be automated.

e Issuance Service Model. In this model the entire
process, including the CA, the key generation, and
the formation of the credential, are all performed
outside the VDB. A soldier would use the issuance
service to generate the keys, communicate with the
CA, obtain the certificate and create a PKCS#12
file that contains the private key and associated
certificate. The resulting PKCS#12 file would be
delivered to the VDB. The delivery may be over
the air (where possible) or via an out of band
method such as removal media. Thsuance
Service Model is most useful when the VDB is
expected to operate in a DIL environment most of
the time, but still needs certificates for bottremial
and external use.

e Sdf-Generated Model. In this model the PCMS
generates the keys and the certificates all wittnén
VDB without any dependency on external assets or
connectivity. It can use a CA that is part of the
PCMS to issue certificates or it can use self-gigne
certificates. When used within the VDB, the
Authentication Service trust store would include
each of the certificates generated via this modél a
would be configured to explicitly trust thengelf-
Generated Model should only be used for a closed
system where the certificates are only used within
the VDB. Using this approach for certificates that
are used outside of the VDB (e.g., certificatesduse
communication with external components/systems)
is not recommended because it requires each of the
self-signed certificates to be explicitly trusted o
every external device/system with which the VDB
components interact.

Where possible the renewal of PKI certificates $thdoe
automated by the PCMS. Ideally, the PCMS iderttiffeat a
certificate is about to expire and automaticallyaits a new
certificate from the CA. How well this can be aoygished
depends on a number of factors, such as the network
connectivity from the VDB to the CA, the CA produming

used, which issuance model is implemented, and the
issuance policies and procedures required by theuRder
which the CA is operating. Due to the DIL naturfetloe
tactical environment in which the combat vehiclgemate,
either thelssuance Service Model or the Self-Generated
Model are likely to be the best approach for use within
VICTORY.

By centralizing the certificate issuance within PEMS, it
enables all of the VDB components to obtain cedifes
using a common approach and helps prevent stovepipe
solutions from being created to support each compbn
Since the Authentication Service already needsaweeha
FIPS 140-2 certified cryptographic implementationorder

to support the trust decisions, the PCMS will ddsoable to
leverage the existing FIPS 140-2 certified crypépdyic
modules provided as part of the Authentication Berv

Certificate Expiration Monitoring with PKITE
Once thenotAfter date on an X.509 certificate has already
passed, the certificate épired and is no longer considered
valid. Expired certificates can cause the comptsamd
services that rely on the expired PKI certificaiefail. For
example, if an existing certificate expires, thenponent to
which the certificate belongs will start to expede
problems, such as not being able to establish areséld.S
connection to other components, inability to didytsign a
message, or inability to authenticate. The spedifipact
depends on what the PKI certificate is being usedidut in
any case, the functions (e.g., authentication, i@ess
protection, message signature) that rely on PKiifzates
will fail once the certificate has expired.

To prevent certificate expiration from causing epst
problems and negatively impacting the mission, st i
necessary to replace the certificates before theyire
Where automatic renewal is available, it should used.
Since automatic renewal is not always possible, RGMS
will need to be able to detect that a certificateabout to
expire and alert the soldier or system administratoo can
take action to ensure that a new certificate cambtalled
prior to any mission impact. To do this the PCM8stbe
able to track all of the X.509 PKI certificates mgiused
within the VDB to determine when they will expire.

The U.S. Army CERDEC S&TCD CSIA Division has
developed a tool, known as PKITE, which monitor&08@.
PKI certificate expirations. The PKITE tool can be
deployed as a separate certificate monitoring serair it
can be integrated into the PCMS to provide cedtific
monitoring to components on the VDB. For the psgof
this paper, this certificate monitoring capabilitsyassumed
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to be part of the PCMS. The PKITE solution proside
dashboard that can be accessed via web browsertthe
status of all of the certificates being monitoréthis enables
the soldier to check on the certificate status welen
necessary. However, the intent is for this prodesBe as
automated as possible, so as not to require pweaatition
on the part of the soldier in order to identify tiepiration
before it happens. As such, PKITE will be confegplirto
send periodic notifications (e.g., once an hougeoa day
once a week etc.) in advance of the expiration (&g, 30
days, 60 days in advance). These notificationsameatted
as standard syslog events which can be sent to the
VICTORY Security Event Log Service (SELS). By
integrating with the SELS, this solution providesamsistent
way to inform the soldier. Using PKITE on the VDB
provides a proactive approach that identifies when
certificate is about to expire and gives the soldime to
react before the VDB components and services fail.

CONCLUSION

PKIl is one of the critical security technologieattis used to
protect networks and data. With PKI compliancengei
tracked across the DoD and lack of PKI compliance
impacting the ability for systems to obtain an Aarity to
Operate (ATO), the need for PKI at the tacticalelekias
become critical. While systems operating at thetidal
level face some significant challenges in adopfd, this
paper provides possible solutions to the issuamoajtoring
and validation of X.509 PKI certificates in orderdddress
the challenges with implementing PKI as part of the
VICTORY standard. It provides options to enable tise of

PKI in order to better protect vehicle systems aradudes
alternatives that take into account the need twgmethis
advanced security capability from negatively impagtthe
vehicle’s performance as well as the soldier’s iaiss
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